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Overview

The Federal Council publishes, in regular intervals, reports on Switzerland's security
policy. These reports serve to check, based on a comprehensive analysis of the security
environment, whether and to what extent the security policy and its instruments need to
be adapted so that Switzerland can react quickly and adequately to changing threats and
dangers, which strategy is to be pursued and which priorities should apply. The report
on the security policy of Switzerland lays down the thrust and main features of Swiss
security policy for the coming years. It serves as the basis for further and more detailed
basic documents on individual areas or instruments of security policy.

The situation in international security has become more unstable, confusing and unpre-
dictable. Tensions and power-political rivalries have increased, as has the risk of conflict
on the edges of Europe. The use of “hybrid” means of conducting a conflict, such as cyber
attacks and disinformation campaigns, has increased. But conventional military means
are also being used again more frequently in the pursuit of national interests. At the same
time, threats like Islamist terrorism have not disappeared. The climate change will result
in more frequent and more severe natural disasters, and on top of all that has been added
a pandemic that has sparked a global crisis. Overall, the European periphery has become
more unstable in recent years, and the protective effect of Switzerland's geographic and
political environment has decreased.

This report analyses these developments and explains what they mean for Swiss security
policy. It describes the principles of Swiss security policy, its interests and goals, and
shows how the instruments of security policy contribute to achieving these goals and how
they must be oriented.

Based on a comprehensive analysis of the situation, the new report defines Switzerland’s
security policy interests and objectives and shows how these are to be implemented. It
defines nine objectives that are to be pursued as priorities in Swiss security policy over
the next few years. These objectives include: strengthening the early detection of threats,
dangers and crises; strengthening international cooperation, security and stability; an
increased focus on hybrid conduct of conflict, free formation of opinion and unadulter-
ated information, strengthening the protection against cyber threats,; preventing terror-
ism, violent extremism, organized and other transnational crime; strengthening resilience
and security of supply,; improving the protection against disasters and emergencies and
the ability to regenerate; strengthening cooperation between authorities and crisis man-
agement.

For each of the nine objectives, the report lists specific measures that need to be imple-
mented over the next few years. In order to achieve these goals, the individual policy
areas (foreign policy, economic policy, information and communication) and instruments
(armed forces, civil protection, intelligence service, police, customs administration, al-
ternative civilian service) cooperate as a network.
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1 Introduction

The Federal Council publishes, in regular intervals, reports on Switzerland's security pol-
icy. Based on a comprehensive analysis of the security environment, the reports serve to
check whether and to what extent the security policy and its instruments need to be
adapted so that Switzerland can react quickly and adequately to changing threats and dan-
gers, which strategy is to be pursued and which priorities should apply. The last report
dates from 24 August 2016.

International developments are still characterised by great speed and much uncertainty.
This also applies to the developments relevant to security policy and the specific threats
and dangers for Switzerland. Although these have not changed fundamentally in recent
years, they have evolved and, in some cases, intensified. The conduct in international
security policy has become even rougher, and the pursuit and enforcement of power-po-
litical interests even more pronounced. The erosion of multilateral cooperation and inter-
national security structures has increased, as has the use of means of "hybrid" conduct of
conflict. The rapidly advancing digitisation and networking has many advantages, but it
has also emphasized the vulnerability of the state, economy and society. Armed conflicts
and crises on the periphery of Europe persist and, in some cases, have worsened. Weather-
related extreme events are increasing in the course of climate change, and the dangers of
pandemics have been drastically confirmed with the Covid-19 pandemic.

This report analyses these developments and explains what they mean for Swiss security
policy. It describes the principles of Swiss security policy, its interests and goals, and
shows how the instruments of security policy contribute to achieving these goals and how
they must be aligned.

Security policy is, in Switzerland, a joint task. As was the case for previous reports, the
cantons were therefore included in the elaboration of this report. This approach is an ex-
pression of the fact that security policy is in Switzerland understood in a comprehensive
and broad sense. It encompasses all measures taken by the Confederation, cantons and
municipalities to protect Switzerland and its population from threats of power politics or
crime, as well as natural, societal or technical hazards. The objective of Swiss security
policy is to protect the ability to act, self-determination and integrity of Switzerland and
its people as well as their livelihoods against threats and dangers and to contribute to
stability and peace beyond the borders.

This report lays down the thrust and main features of Swiss security policy for the coming
years. It serves as the basis for further and more detailed basic documents on individual
areas or instruments of security policy.

The report on security policy is coordinated with the message containing the plan for the
legislative term 2019-2023 of 29 January 2020 and is listed there as a measure to imple-
ment objective 15: "Switzerland recognises the threats to its security and has the neces-
sary instruments to counter them effectively". The Federal Council intends to publish a
report on security policy in the future in each legislative period.
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2 The situation
2.1 Global trends relevant to security policy

The security of Switzerland is mainly influenced by the following trends: increased com-
petition between the great powers, globalisation (with sometimes counteracting tenden-
cies towards regionalisation and nationalisation), technological progress and social polar-
isation. International security policy is characterised by the struggle for spheres of influ-
ence and shifting ways of the conduct of conflict. Global interconnectedness is progress-
ing, although some states are trying to limit or even reduce their own integration.

2.1.1 Increased competition between the great powers

International security is today characterised by increased competition between the great
powers and emerging regional powers. This is particularly evident in the struggle for
spheres of influence. Russia, China, the United States and a number of regional powers
are increasingly using pressure to assert their claims through political, economic and mil-
itary influence, their own interpretation of legal norms and rules of behaviour, the control
of infrastructure, technologies, resources and transport routes, and the use of information
as an instrument.

The main reason for this development is that the United States has, in recent years, exer-
cised its leadership role only selectively. China and Russia in particular are using this to
increase their influence. So far, however, they do not have the military or economic ca-
pacities, and even less so-called “soft power”, to shape the world as profoundly and sus-
tainably as the United States did after the Second World War. The European Union has
the potential for global influence, but it is still unclear to what extent it will be able to
make use of it in the future.

At the same time, the ability to act of international security organisations such as the
United Nations and the Organisation for Security and Cooperation in Europe, which de-
pend on the will of their member states, especially the great powers, is decreasing. In this
context, it is evident that there is no consensus among the great powers on how global
cooperation should be structured and what it should achieve. These developments favour
the struggle for spheres of influence with unilateral sanctions as well as diplomatic and
military means. This amplifies instability, tensions and also the risk of armed conflict.

The end of the Cold War was the end of bipolarity in international security policy. The
subsequent phase of American dominance now seems to be coming to an end, too. It is
unclear whether a stable structure — for example a new bipolar order between the United
States and China or a multipolar order — will re-emerge in the foreseeable future.

2.1.2  Globalisation and regionalisation

Overall, the economic, technological, political and social interconnectedness is rising.
But there are also counter-trends: nationalism and protectionist reflexes have received a
boost in many countries. In some economically advanced societies, scepticism about
globalisation is growing. The fact that no single great power dominates globally fosters
the emergence of regional arrangements of international order.
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There are also trends towards regionalisation in the global economy. They could be rein-
forced by the experience with the Covid-19 pandemic. Although the pandemic has high-
lighted the importance of international cooperation, it has also made plain the risks of
global value and supply chains: dependencies, for example in economic supply, which is
relevant to security policy. This was made evident by the supply bottlenecks in medical
protective material and pharmaceutical products at the beginning of the Covid-19 pan-
demic. Upheavals in industrial production as a result of digitisation and automation could
further promote regionalisation, for example by relocating factories back from low-wage
countries. In the energy sector, the transition from fossil fuels to renewable energy is also
likely to result in more regionally oriented supply systems.

From a perspective of security policy, the sustained growth in importance of non-state
actors stands out. These include commercial enterprises and non-governmental organisa-
tions as well as private security companies, but also criminal and terrorist organisations.
Transnational movements also have political or economic effects. Common features of
non-state actors are global interconnectedness, as well as high speed of organisation and
coordination. Some large companies in the technology sector hold in some areas such a
dominant market position that they wield much influence on an international scale. The
economic interests of these companies are to some extent at odds with the security inter-
ests of states. In crises, this can limit the ability of states to act in pursuit of their security
policy.

Even if non-state actors have gained in power, states continue to play a central role in the
pursuit of political, normative or economic interests. The importance of the state has also
in many countries become evident in the fight against the Covid-19 pandemic. It is pos-
sible that production chains will be more firmly anchored in regions in order to achieve
greater reliability. States and groups of states could also turn their backs on global eco-
nomic bodies, which would weaken international norms. An actual break with globalisa-
tion seems unlikely, especially since this would result in massive cost consequences and
could not be implemented quickly.

2.1.3 Technological progress

New technologies are being developed ever faster and used more widely. Digitisation and
advances in sensor technology lead to more and better data. Modern communication tech-
nologies enable the exchange of steadily growing amounts of data, which are recorded,
interlinked and made available with powerful computers and algorithms. The use and
interpretation of this data is a competitive advantage, but harbours potential for abuse. In
the course of digitisation, software is increasingly taking over the control of previously
manual processes, including such with physical effects.

In the next few years, machine learning and automation, known as artificial intelligence,
will also advance. As a result, systems will increasingly function independently, and ma-
chines will be able to make decisions without direct human influence, whereby it will
become increasingly difficult to fully comprehend machine decision-making processes.
Automated decisions also increasingly affect critical processes. This increasing delega-
tion of decisions raises political, legal and ethical questions.

States can become dependent on actors who are in the lead in developing these technolo-
gies. In principle, an exchange of information and communication technologies that is as



Report on security policy Page 7

open as possible is advantageous because it supports freedom of choice and security.
However, the open exchange may be restricted or prevented for reasons of security or
power politics, for example to protect one's own infrastructure, research and development
or to deny competitors access to markets. This creates chains of technologies and manu-
facturers whose products and systems are incompatible with those of other technology
chains. This could lead to a fragmentation of technological development and even force
states to opt for a certain technology chain. In any case, a restricted freedom of action in
the selection and procurement of new technologies is to be expected, as the dispute over
the use of Chinese technologies by western states already shows.

2.1.4  Polarisation of society

The ongoing change in individual and collective behaviour is also relevant to security
policy. In addition to material drivers such as economic pressure or income disparities,
an essential feature of this development is the strengthening of "identity" as the core of
political movements. This phenomenon, also known as identity politics, emphasises char-
acteristics such as gender, ethnicity, language, origin or political orientation. Identity is
perceived as an individual choice and transnational. This development promotes social
fragmentation and polarisation: While certain groups welcome the increase in social
openness and diversity and also demand equality for themselves or other groups, others
demand a closed-door policy and agitate against population groups with certain charac-
teristics. These groups are increasingly irreconcilable. Linked to fragmentation and po-
larisation is the risk of political radicalisation and violent extremism.

Social media and search engines are increasingly shaping the information landscape.
They are mainly designed as platforms for the exchange of content and remain largely
without editorial supervision. The algorithmically personalised selection of content can
have the result that Internet users are being exposed to almost only information that cor-
responds to their existing views. This favours the formation of so-called "filter bubbles".
The users’ selection pattern can also support the formation of “echo chambers” in which
people with the same opinions interact and become radicalised over time. The actual ef-
fect of both mechanisms is, however, less than sometimes assumed; the vast majority still
turn to traditional media as a source of information and are involved in social media net-
works with diverse opinions. However, echo chambers can arise on the political fringes.

2.1.5 Evolution in the conduct of conflict

The way in which conflicts are conducted is changing, reflecting political, technological
and social developments of the last few years.

The propensity for violence in international relations is persistently high on a global level.
However, states inclined to use force to defend or change the existing balance of power
are acting more than in the past in the grey area between armed conflict and peace. They
deliberately blur the lines between state and non-state actors, for example by using mer-
cenary companies instead of regular armed forces. This approach is aimed at carrying out
actions covertly and to be able to deny their authorship, albeit often with little credibility.
This is designed to avoid the political, economic and social costs associated with an open
conflict and render determined counter-reactions more difficult. Today's conflicts there-



Report on security policy Page 8

fore do not follow a classic escalation process as much as in the past. They are character-
ised by the fact that political, economic, military, intelligence, informational and also
criminal means with the inclusion of modern weapons and technologies, especially in the
information and cyber area, are orchestrated and used as long as possible covertly, below
the threshold of armed conflict. The covert use of chemical agents has also occurred over
the past years.

This so-called "hybrid" type of warfare — or rather of conducting a conflict — aims initially
at the political, economic and social stability of society and the state as well as the state's
ability to act. It is characterised by confusion and unpredictability and is aimed primarily
at the population in order to gain sympathy and weaken social cohesion. Individuals,
groups and even states can be targeted directly through comprehensive or focused infor-
mation, e.g., via social media. Disinformation (misleading or completely fabricated news)
is used to influence or sabotage political processes, to attack the credibility of institutions
and the media, and to raise doubts about the objectivity of information in general. The
use of cyber and information means for power politics is standard by now and is likely to
become ever more important in the coming years due to its use by an increasing number
of state and non-state actors.

However, this does not render the traditional (military) means of conducting a conflict
irrelevant. Cyber and information can be used to demoralize in preparation for an attack
and ultimately lead to armed conflict. In today's environment, a wide range of means and
types of attack must be expected, from special operations forces and precision weapons
to space-based operations. This includes threats in and from the airspace, as more and
more state and non-state actors are able to employ weapons over great distances. The
rapid development of new technologies and artificial intelligence offers new possibilities,
also for autonomous weapon systems. Drones in particular significantly expand the po-
tential for attacks, reconnaissance and data transmission, all at low cost and risk. The
armed forces in Europe must therefore still be able to meet a conventional opponent, at
least for limited space and time. For this, they rely on mobility, units with a high level of
readiness, air defence, powerful and interlinked command and control, communications
and leadership skills, and digitisation.

In order to counter this broad spectrum of options to attack, armed forces must be able to
operate in the grey area between open armed conflict and peace. To this end, their defen-
sive and offensive skills in the cyber area are being expanded. The authorities must be
able to recognize acts of influence and disinformation and react to them in line with the
characteristics of the conflict.

The modern means of conducting a conflict undermine strategies of deterrence. Deter-
rence is based on credibly communicating to opponents that one can cause more damage
to them than they are prepared to endure. However, deterrence is largely ineffective if an
attack is carried out below the threshold of an armed conflict, its origin cannot be conclu-
sively proven and the population has, as a result of disinformation, in part turned away
from their own state. Deterrence is therefore supplemented with a mix of civil instruments
for conflict prevention and strengthening the resilience of society and the state to hybrid
attacks.
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Significant changes in global trends of security policy

International security policy is shaped by competition between the great powers. This
manifests itself in a struggle for spheres of influence and is reinforced by technological
progress. Especially in the technology sector, a systemic competition between different
economic and development models is emerging. Technological progress, together with
global interconnectedness, is also generating new actors relevant to security policy, such
as global technology companies. There is also an increased polarisation of societies,
which can express itself in extremism. The nature of conflict has evolved even more in
the direction outlined in the 2016 report on security policy. The importance of cyber and
information as means to carry out conflicts as covertly as possible continues to increase,
but conventional capabilities of armed forces continue to play an important role. Classic
deterrence alone has largely become ineffective; there is a need for interaction of civil
and military means and increased resilience.

2.2 The security environment of Switzerland

The environment of Switzerland that is relevant to its security policy has continued to
change in recent years: The competition between great powers and emerging regional
powers has increased, the ability of the European Union and NATO to act is challenged,
the instability on the periphery of Europe has increased. At the same time, international
organisations are often blocked on issues that are important for security policy.

The will of some countries, including European ones, to work together for security has
decreased, as shown by national solo actions or ad hoc coalitions. European states and the
United States are also confronted with internal social, economic and political tensions,
which could lead to violent clashes and therefore absorb the attention of decision-makers
to a large extent. Overall, the protective effect of Switzerland's geographic and political
environment is decreasing because this environment has become more unstable and be-
cause events happening far away can quickly and directly affect Switzerland's security.

Western and Central Europe are relatively stable and crisis-proof. Despite Brexit and
various crises, economic and political integration among the Western and Central Euro-
pean states is not fundamentally called into question.

As one of the largest economies in the world and as a globally oriented player, the Euro-
pean Union has the potential to hold its own against great powers such as China and the
United States. But much depends on is internal cohesion. Finding a consensus on how to
position the European Union in foreign policy remains difficult. While the European Un-
ion, as the world's largest donor of development assistance and defender of the multilat-
eral order, has undisputed weight, it has so far played a subordinate role in defence policy.
Initiatives such as the Permanent Structured Cooperation or the European Defence Fund
testify to the political will to strengthen defence capabilities. However, they cannot hide
the facts that the European Union continues to function to a large extent in an intergov-
ernmental mode in this regard and that it will in defence matters continue for the foresee-
able future to depend on strategic assets of the USA and NATO. For internal security,
however, the picture is different: Thanks to the Schengen Agreements, the European Un-
ion has succeeded in strengthening effective police cooperation. Numerous advances
have been successfully completed.
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The Covid-19 pandemic has shown that states and societies at first reflexively tend to
national solo actions. In the European Union, health policy is a national matter, which is
why the Union only came into play at a later stage and in connection with economic and
financial issues. It is currently not clear to what extent the crisis will have structural ef-
fects and what consequences it will have for the cohesion (in security policy) and the
ability of the European Union to act.

The fault lines between Europe and Russia have intensified, which has direct conse-
quences for Russia's western neighbours, but can also affect Swiss interests. The illegal
annexation of Crimea and the ongoing armed conflict in eastern Ukraine, as well as the
use of chemical warfare agents against certain persons, are putting a strain on the rela-
tionship between Europe and Russia. Future relations between the European Union and
Belarus also remain uncertain. The considerable political tensions and unresolved con-
flicts in the South Caucasus still retain the potential to escalate into renewed hostilities.

South-eastern Europe continues to face tensions. In the Western Balkans, the rapproche-
ment towards the European Union has a stabilising effect on the region, although on the
ground the potential for conflict remains, for example in the relations between Serbia and
Kosovo as well as within Bosnia and Herzegovina.

The instability of the states of North Africa has direct consequences for security in Eu-
rope. These states play an important role in channelling migration from sub-Saharan Af-
rica. The Covid-19 pandemic has increased instability. Algeria has to contend with inten-
sified economic and domestic political difficulties. No viable political solution to the con-
flict in Libya can be expected in the short and medium term; finding a solution is partic-
ularly difficult because foreign actors intervene politically and militarily in the conflict.

The already precarious security situation in the Sahel region has further deteriorated. In
addition to separatism, inter-ethnic violence, bad governance, corruption and crime, ji-
hadist terrorism has appeared. This has spread beyond the Sahel region into West Africa.
The states in the region are unlikely to be able to cope with these threats on their own;
international engagement therefore remains important for the stability of the region. The
population growth in many Sahel countries is unlikely to be absorbed by the economies
of the region, and the economic effects of the Covid-19 pandemic are also holding back
development. It is to be expected that there will be continued high migratory pressure on
the states of North Africa and subsequently on Europe.

The conflicts in the Eastern Mediterranean and in adjacent areas are very likely to con-
tinue. There is no political solution for Syria, but this remains a condition for an end to
the conflict. Turkey is cooperating selectively with Russia, although the strategic interests
do not always coincide. The objective of Turkish policy remains to create its own zone
of influence in North Africa and the Middle East. The economic realities, including the
consequences of the Covid-19 pandemic, could, however, limit the scope of Turkish for-
eign and security policy in the next few years. The confrontation between the United
States, Israel and the Arab Gulf States on the one hand and Iran on the other will continue
to shape the dynamic in the region. A military escalation seems unlikely, but could be
triggered, for example, by a military incident or by a massive expansion of Iranian ura-
nium enrichment activities. The states of the region, particularly Iraq and Lebanon, are
facing severe and persistent socio-economic and political crises that have been exacer-
bated by the Covid-19 pandemic. Added to this are tensions between religious and ethnic
groups. The Middle East conflict remains unresolved and is of ongoing importance for
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the region, even though its potential for mobilisation among the international public has
declined. Jihadist groups will continue to use tensions and conflicts, economic weakness
and polarisation of society in the states of the region to their own advantage. The interac-
tion of these factors can lead to domestic and international armed conflicts as well as to
the disintegration of individual states.

The partial withdrawal of the United States from the Middle East as well as its reluctance
in North Africa increase the influence of Russia, China, Turkey and Iran in these regions.
European states are likely to continue to engage in security policy in North Africa and the
Middle East, but must increasingly coordinate with the activities of China and Russia on
the ground.

Competing great powers

The United States is strategically aligning its security policy to the challenge posed by
China. The tendency to proceed unilaterally and to withdraw from international organi-
sations or agreements has increased in recent years, but is at least partially being reversed
by the current administration. The United States continues to have massive economic,
diplomatic and military resources and still wields considerable “soft power”. It is still the
only great power with a clear potential for global leadership. However, it has made little
use of this potential in recent years.

It is to be expected that the United States will also in the coming years continue to rely
heavily on economic means of power such as special tariffs and sanctions. Despite the
focus on competition with China, Europe will continue to have to reckon with such pres-
sure from the United States. For the security environment of Switzerland, it is particularly
important that the United States will probably continue to press its European allies to
increase their contributions to common defence.

Russia remains a military power and occasionally challenges the dominance of the United
States. It is driven by considerations of power and distrust of the West. As a nuclear power
and due to its military interventions in the Caucasus, the Middle East and North Africa,
its role in the Ukraine conflict and its weight in international organisations, Russia plays
an important role in international security policy. It has the political will and the diplo-
matic means to influence regional and global developments. The Russian power apparatus
does not shy away from using lethal force against certain individuals, including abroad.
However, Russia lacks the economic means and an attractive social model to occupy a
leading role in world politics in a sustained manner. This will not change fundamentally
even with successes in supplying countries with vaccines against Covid-19. Russia wants
to consolidate an exclusive sphere of influence especially along the borders of the former
Soviet Union. Its policy is likely to continue to focus on Eastern Europe, the Balkans and
the Mediterranean region.

In military terms, Russia has significantly increased its potential in some areas in recent
years. For conventional military conflict, however, it will remain inferior to NATO for
the foreseeable future — provided the United States maintains its level of contribution to
European security. Strategic deterrence between the United States and Russia will remain
in place despite the erosion of the arms control and disarmament regime. The combined
use of a wide range of means — civil and military, open and covert — to exert pressure is
typical of Russia. It will continue to try to weaken NATO and the European Union, to pit
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their members against each other and to promote actors serving Russian interests in these
states. The intelligence activities of Russia against European interests will continue at a
high level. Russian organised crime is also relevant to Swiss security interests.

China has become the second largest economy in the world and a great power of global
importance. It asserts its security and economic policy interests in Asia sometimes with
little consideration for the interests of other countries and at times in contradiction to
international law. In combination with the modernisation of'its armed forces, its economic
rise leads to a shift in the international power structure. China challenges the dominance
of the United States and continuously expands its influence with economic and political
means and power politics. However, it is still unclear to what extent China is really look-
ing for a global leadership role and whether such a role would meet with international
acceptance. The Chinese model of government remains a one-party state under the lead-
ership of the Chinese Communist Party. In recent years there has been an even greater
centralisation of political power. In addition, social control and internal repression were
strengthened. The over-indebted economy and slower growth could become a challenge
for the ruling party.

The mutual threat perception of the United States and China, accentuated by the origin
and course of the Covid-19 pandemic, intensifies competition in the areas of politics,
trade, technology and the military. With the “Belt and Road Initiative”, China is opening
up further markets and investing in infrastructure projects and the mining of natural re-
sources. It intends to control the associated infrastructure itself. In Asia, China is using
paramilitary and military means to exert pressure, e.g., in the South China Sea. In Africa,
China already plays a key economic role, and it is continuously expanding its economic
involvement in the Middle East. However, it endeavours to stay out of regional conflicts.
Chinese influence is also expanding in Europe, through political involvement or the ac-
quisition of companies and infrastructures or parts thereof. This results in dependencies
for western states, for example due to the control of transport, communication and logis-
tics infrastructures by Chinese state-owned companies.

The Chinese courses of action in Xinjiang and Hong Kong as well as China's policy in
connection with the pandemic have provoked counter-reactions in the United States and
many European countries. The China policies of numerous Western countries are likely
to become more critical overall. In principle, a mixture of dialogue and containment can
be assumed. These developments are likely to be significant from China's point of view,
which is why an increasing intensity of Chinese intelligence activities can be expected.

International organisations and cooperation

For NATO, the annexation of Crimea in 2014 triggered additional efforts to increase its
collective defence capabilities. This included an increased NATO presence on the eastern
flank and the reintroduction of alliance-wide mobilisation and redeployment exercises.
The NATO states also took measures to enable the alliance to better deal with a hybrid
conflict pattern, e.g., by designating cyber-attacks as possible triggers for collective de-
fence and by strengthening their crisis management capabilities. Dealing with the
changed ways in which conflicts are conducted remains nevertheless a challenge for
NATO, especially with regard to the implementation of the assistance obligations under
Article 5 of the North Atlantic Treaty.
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The discussion about burden sharing among NATO members, which has been going on
for decades, has intensified in recent years. Before the Covid-19 pandemic, many Euro-
pean countries had increased their defence spending. It is still open whether at least some
of the NATO countries will not temporarily reduce their procurement and defence budg-
ets in the wake of the pandemic.

In the coming years, NATO will continue to be able to act politically and militarily and
thus remain essential for the security of Europe, unless the United States substantially
reduces its European commitment. The fault lines between the eastern NATO allies, who
demand that the organisation focus on the military deterrence of Russia, and those allies
who feel more threatened by developments on NATO's southern flank, will continue to
exist. The Turkish interests in the Mediterranean region are partly in conflict with the
interests of other NATO states; these tensions also challenge NATO's ability to act.

At the global level, the United Nations and in particular the Security Council continue to
play an important role in matters of international security, despite a tendency towards
weakening of international organisations. International norms, agreements and organisa-
tions are, however, currently regularly undermined and weakened by state and non-state
actors. This can also be seen in arms control and in the prohibition of violence under
international law. Where permanent members of the Security Council have direct interests
in a conflict region, the United Nations bodies are often likely to remain blocked in re-
solving conflicts in the years to come.

At the regional level, the Organisation for Security and Cooperation in Europe should be
mentioned, the only security organisation for Europe that includes Russia and the United
States on an equal footing, which remains a forum for dialogue and confidence-building.
Because of the increased polarisation, it will continue to struggle to find consensus on
important issues.

The limited capacity of international organisations to act encourages a shift to ad hoc
coalitions and informal groups such as the G7 or G20. This trend away from international
organisations is likely to continue in the coming years, especially when it comes to states
or groups of states asserting their political interests concerning their region or power pol-
itics.

Significant changes in the environment relevant to security policy

The orientation of the United States has a direct effect on the cohesion of NATO and a
significant influence on Switzerland's security environment. The United Nations Security
Council and the Organisation for Security and Cooperation in Europe are in principle able
to act, but are partially blocked in their political decision-making due to opposing interests
of major powers. The European Union continues to face political and economic chal-
lenges. Its ability to act internationally will depend on its cohesion, and the autonomous
European defence capability will for the foreseeable future remain limited. The periphery
of Europe has become even more unstable, also due to struggle for power and influence.
China confronts the western states with the challenge of how to deal with this state polit-
ically and economically. Russia continues to pose a major security challenge to the Eu-
ropean states and the United States. Overall, the protective effect of Switzerland's geo-
graphic and political environment has decreased in recent years.
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2.3 Security threats faced by Switzerland

The threats to Switzerland are discussed below. It should be noted that the individual
threats can impact simultaneously, in a coordinated and mutually reinforcing way on
Switzerland and can put at risk Switzerland's political system, its population and its bases
of existence.

2.3.1 Threats from cyberspace

Cyber-attacks can be conducted for different purposes: for espionage, sabotage, manipu-
lation, disinformation or criminal purposes. Behind them are cyber criminals, hacktivists,
profit-oriented hacking companies, front companies for states or state organisations.
Some states are vigorously expanding their capabilities in the offensive cyber sector, be
it by upgrading their own abilities or by working with non-state groups. An increase in
state-ordered cyber-attacks with unclear perpetrators must therefore be expected. The
threat in cyberspace is also growing because of the increasing willingness to employ cyber
resources aggressively in conflicts and because of the decreasing scruples of cyber crim-
inals about accepting damage.

For some years now, an increase in the offensive cyber activities of Russia, China and
Iran for the purpose of espionage in Switzerland can be observed. The threat posed by
Chinese and Russian cyber-attacks to economic and political targets in Switzerland re-
mains high. The targets include the state authorities, the armed forces, the international
organisations and foreign representations based in Geneva as well as the finance and tech-
nology sector. In the criminal field, there are increasing attacks with encryption Trojans
(so-called ransomware), by which data is encrypted and thus made unusable. Such attacks
can largely paralyze entire systems and companies.

The threat situation in the cyber sector is significantly influenced by the digitisation of
business and production processes. The drivers are new technologies such as Industry 4.0,
digital building services or networked city infrastructures, which are given further room
for development with the introduction of the new 5G mobile communications standard.
This is accompanied by an increased delegation of processes that were previously con-
trolled by humans to information and communication technology systems. Decision-mak-
ing competencies for processes, some of which also have physical effects, are even in the
case of critical infrastructures increasingly being transferred to digital systems which
make control decisions independently. With the concatenation of decisions that build on
one another, increasingly complex decision-making processes are being carried out by
autonomous information and communication technology systems. These processes are no
longer necessarily controlled by the actual operator; they can be outsourced to external
service providers.

With the digitisation of business processes, the hardware and software solutions required
for this are a central and critical component. The manufacturers' countries of origin will
in the next few years continue to be limited to a few countries, namely the United States
and China. They control the global information and communication technology supply
chain and have great influence in standard-setting international bodies such as the Inter-
national Telecommunication Union. As a result of export control measures and United
States sanctions, the formation of two separate spaces is emerging. At the extreme, this
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could mean that Switzerland would in future have to limit itself to cooperation with one
of the two countries, the United States or China, and their partners, with all the associated
dependence.

The strong systemic interdependencies and dependencies on global supply chains lead to
increased vulnerability and the multiplication of effects that can be triggered by cyber
incidents. This increases the risk to critical infrastructures, which can be damaged even
in the event of cyber incidents that do not directly aim at harming them.

2.3.2 Influence activities and disinformation

Influence activities aim to manipulate the perception, thinking and acting of individuals,
groups and societies.

Influence activities are relevant for security policy if they originate from states and are
directed against the functioning of a state and a society and aim to undermine the demo-
cratic order of a state. The objectives may include delaying decision-making processes,
steering decisions in a desired direction or generally undermining trust in democratic pro-
cesses and the actions of the state.

Such activities involve the coordinated use of legal and illegal means and methods, activ-
ities in the field of communication, propaganda and disinformation, covert actions by
intelligence services and the exertion of political, economic and military pressure. This
also distinguishes activities of influence from the normal representation of interests in the
context of diplomacy.

With the conscious and massive use of false, incorrectly contextualised or otherwise ma-
nipulated information, influence activities are directed primarily against open and demo-
cratic societies that are based on a fair competition of ideas on a common factual basis.

In view of the confrontations driven by power politics, Switzerland must assume that the
risk increases that society and authorities will become targets of influence activities. As
a state in Europe and part of the western community of values, as well as due to its strong
international economic and political interconnectedness, Switzerland is already an indi-
rect target of activities aimed at western states generally. There is also the risk that Swit-
zerland's territory will be abused as a hub for influence agents in order to carry out or
finance influence activities against third countries or against international organisations
from within Switzerland.

Emphasis must be put on the threat potential posed by influence activities to Switzerland
as a foreign policy actor and as the location of numerous international organisations.
Swiss institutions and international organisations based in Switzerland have in the past
been targets of Russian influence activities. This was related to political and intelligence
events that did not ostensibly affect Switzerland. In the broad-based influence activities
after the attempted killing of the Russian agent Skripal, the Spiez laboratory became a
target of such actions. International sports organisations were also the focus of Russian
activities.

So far, Russia and China have been to the fore for Switzerland in connection with influ-
ence activities. These states do not pursue the same goals with their influencing activities
and accordingly use different means. It is to be expected that in the future other states will
also be able and willing to carry out such activities against and in Switzerland.
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2.3.3 Terrorism

Individuals and cells connected to the “Islamic State” were discovered in Switzerland.
Some persons were convicted for participating in the planning of attacks from Swiss ter-
ritory. Investigations by the Swiss authorities have shown that travellers from Switzerland
with jihadist motives were involved in the planning of attacks on infrastructures on our
territory . The propaganda of jihadist groups can also inspire individuals, who often live
in socially precarious situations or have psychological problems, to commit acts of vio-
lence in Switzerland.

As the attacks in Morges (19 September 2020) and Lugano (24 November 2020) showed,
the most likely terrorist threat in Switzerland is posed by people whose violent orientation
is rooted in personal and psychological crises as much as in ideological convictions. The
radicalised people who are most likely to engage in acts of violence are inspired by ji-
hadist propaganda without necessarily having direct contact with such groups or organi-
sations. This type of attacks remains a challenge for the security authorities.

The spectrum of possible attacks ranges from simple attacks, carried out by isolated indi-
viduals or small groups, to logistically complex operations (e.g., with the use of biological
warfare agents or drones). The attacks carried out by isolated individuals or small groups,
inspired by jihadism and requiring little logistical means, take place independently of the
capacities of the "[slamic State" or Al-Qaeda as organisations. Usually, such individuals
or small groups act spontaneously, without directives or financial support from outside.
Even more complex, larger attacks involving explosives, chemical products such as poi-
sonous gases (e.g., chlorine) or other toxic substances (e.g., ricin) require few means and
resources.

The jihadist-motivated terrorist threat to Switzerland continues. The ideology that mobi-
lised young people from Europe to travel to Syria is still alive, despite the destruction of
the caliphate proclaimed by the "Islamic State". In addition, the violent conflicts that have
led to the emergence of various jihadist groups are unlikely to end any time soon. The
threat from such actors will therefore persist for the next years. Jihadist-motivated trav-
ellers remain a threat to the internal and external security of Switzerland. Their possible
return poses challenges for the authorities at all levels (legal, integration and security is-
sues).

It has to be assumed that Switzerland will continue to be a secondary target for attacks by
jihadist groups, unless Swiss political decisions are being perceived in such circles as
hostile to Muslims or Islam. However, international organisations as well as institutions
or persons of foreign countries that play a decisive role in the fight against terrorism at
international level can be targets of attacks on Swiss territory.

Swiss institutions or persons abroad can at any time be the target of opportunistic or ac-
cidental actions by jihadist groups, for example in North Africa or in the Sahel region.
The jihadist threat is likely to widen and could also affect states that have so far been
spared, such as the states in the Gulf of Guinea. At the same time, jihadist groups in the
Middle East will continue to pose a threat to numerous states, given the tensions and
conflicts there as well as the adverse economic and social conditions.

Despite these developments, terrorist groups with different ideological backgrounds will
continue to use Switzerland's territory primarily for recruitment, propaganda and logisti-
cal and financial support activities.
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2.34 Violent extremism

Currently, three scenes are considered violent extremist: that of the left-wing extremists,
that of the right-wing extremists and that of monothematic extremism (this includes cur-
rently parts of the animal rights movement and of the opponents of the governmental
measures to contain the Covid-19 pandemic). So far, violence in these three milieus has
remained below the threshold of terrorism.

However, the right-wing and left-wing extremist scenes could increase the use and inten-
sity of violence; terrorist groups could evolve from them. Even if there is currently a lack
of motivation within these groups, the potential for violence as well as the tactical and
technical knowledge exist. Individuals who do not belong directly to these structures but
share their ideology could also quickly take violent action. Even if such persons plan and
carry out their deeds on their own, they are influenced by social currents, can maintain
contact with other radicalised persons and exchange ideas with other extremist persons
or groups.

Such a development from violent extremism to terrorism can be observed in various Eu-
ropean countries. For example, there are more frequent attacks by individuals with ex-
treme right-wing mindsets, and the means used are increasingly similar to those that can
be classified as terrorist. There is a risk that Switzerland will also be confronted with this
phenomenon in the next few years.

Other movements could also in the next few years switch to pursuing their political ideas
with the use of force, similar to what can currently be observed with regard to the violent
Corona-extreme scene. Followers of extreme views and ideologies could become radical-
ised if they come to the conclusion that their concerns are not taken into account in the
normal political processes. The effects of the Covid-19 pandemic could exacerbate such
tendencies.

2.3.5 Armed conflict

Conlflicts are more and more frequently conducted in a hybrid way, for example through
the use of unmarked troops or cyber and disinformation. But the direct threat or use of
armed force by state actors also remains a reality in Europe.

The confrontation between Russia and Western states is not a short-term phenomenon.
To be sure, Russia and NATO are trying to avoid an armed conflict, but the risk of this
happening nevertheless has increased in recent years. Russia has significantly increased
its military potential and seeks the ability to wage war against a strong conventional op-
ponent in the West. This is also reflected in the scenarios of the annual large-scale strate-
gic exercises. NATO and non-aligned European states are also again gearing themselves
more towards a conventional conflict.

A serious crisis on NATO's eastern border would pose a major challenge for Europe and
could lead to political, economic and social instability, as well as breakdowns of supply
chains and migration movements. A conflict between NATO and Russia could also arise
from an escalation on the European periphery — with the same consequences. In an esca-
lating crisis in Europe, Russia could use military means to create facts on the ground on
NATO's eastern border. The establishment of the status quo ante would then only be pos-
sible with a further escalation of the conflict.
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A direct military threat from a terrestrial attack on Switzerland is unlikely in the short and
medium term. However, the effects of such an attack would be so severe that it must not
be neglected. In the event of an armed conflict between NATO and Russia, Switzerland
could face a direct threat as the conflict continues if one of the parties to the conflict
wanted to use military means to force economic, political or military concessions from
Switzerland. An opponent could use or threaten to use stand-off weapons, special opera-
tions forces and cyber resources against military and civil targets in Switzerland. A direct
terrestrial advance against Switzerland, however, is unlikely even in such a scenario.

Due to the increasingly hybrid nature of the way conflicts are being conducted, Switzer-
land, as part of the European community of states, would also be directly affected in the
event of an armed conflict outside Switzerland on the European continent or on its pe-
riphery (even without the participation of Russia or NATO). In any case, in such a sce-
nario Switzerland would be threatened by cyber-attacks, sabotage, disinformation, sub-
version, the misuse of Swiss territory for logistical support and espionage. It has also to
be expected that Switzerland would have to deal with questions of neutrality in connec-
tion with the use of the territory and air space for military transit. Due to its central loca-
tion in Europe and its connection to various European critical infrastructures (e.g., elec-
tricity, communication, transport), Switzerland is dependent on the smooth functioning
of these infrastructures of its neighbours. An attack on critical civil infrastructures of a
European country could therefore also affect Swiss infrastructures. There would also be
a risk for Swiss nationals in the crisis area. The escalation in Afghanistan in August 2021,
when it became necessary to evacuate Swiss citizens and people with ties to Switzerland,
showed how quickly Swiss interests can be threatened in crisis areas.

An armed attack on Switzerland or other European countries could also be carried out
from outside Europe over great distances. Ballistic missiles, cruise missiles and hyper-
sonic weapons would be particularly suitable for this. Only a few states are currently
capable of such attacks, and no such intentions are apparent or to be expected from these.
However, the spread of such weapon systems will continue. To be sure, an attack on
Switzerland with long-range weapons is not considered likely in the next few years, but
the Libya crisis of 2008-2010 has shown how a state can take drastic measures against
Switzerland without much warning. If such an actor has long-range weapons, it could
threaten Switzerland with military means and blackmail it.

23.6 Development and proliferation of weapon systems

Arms control and disarmament have been severely weakened in recent years by violations
of existing agreements and, above all, by the termination of important agreements by
major powers.! It is possible, but by no means certain, that the change in government in
Washington will result in a reversal of this trend.

The great powers’ stocks of nuclear weapons are quantitatively stable, but are being fur-
ther developed in terms of quality. Stimulated by the renewed tensions, significant invest-
ments are made in the modernisation of arsenals or the development of new launching
systems. Hypersonic weapons could be particularly destabilizing. There is no effective
defence against them, they blur the dividing line between nuclear and conventional arms,

' In particular, the nuclear agreement with Iran (Joint Comprehensive Plan of Action, JCPoA), the Inter-

mediate-Range Nuclear Forces Treaty (INF) and the Open Skies Treaty.
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and their speed means that if there is any sign of attack with such weapons, a state has to
strike back immediately, increasing the risk of making mistakes.

In the area of cruise missiles, a qualitative increase in the threat potential is to be expected
(especially an improvement in survivability) as well as a further spread of such weapons.
Russia in particular is expanding such systems that could also threaten Switzerland. It
also markedly increases the number of operational platforms for cruise missiles (subma-
rines, surface combat ships). Other states will procure cruise missiles within the range of
which Switzerland will be; however, these are conventionally armed missiles. Some non-
state actors also have cruise missiles and ballistic missiles at their disposal, but only such
of short range.

Additional states will gain the ability to conduct networked warfare in far-away areas of
operation. The development of high-performance sensors and drones necessary for this is
advancing around the world.

As an innovative location for research and industry, Switzerland is affected by the risk of
the spread of technology for high-tech weapons and must continue to implement measures
to prevent such proliferation. Swiss industry has know-how and skills in materials sci-
ence, which are for example important for the development of hypersonic weapons. Ro-
botics and civil drone development in Switzerland could assist foreign military develop-
ments. Precision instruments have always been one of the core skills of the Swiss econ-
omy. In order to gain access to technology, foreign states not only procure individual
goods, but also buy up technology carriers or offer Swiss universities attractive coopera-
tion agreements. This can be used for developments that endanger Switzerland.

2.3.7  Prohibited intelligence activities

As the seat of international organisations and multinational corporations, place of inter-
national negotiations, financial and trading centre and location for technology and re-
search, Switzerland is an attractive target for espionage. Intelligence services can also
threaten Swiss interests directly by targeting members of the diplomatic corps, of the
armed forces, of communal, cantonal and federal authorities, journalists, researchers,
business managers and exposed persons of certain diaspora communities.

Switzerland will continue to be affected by prohibited intelligence activities. All indica-
tions are that the resources and capabilities of intelligence services are expanding around
the world. In this context, offensive cyber tools are also continuously being refined. Dig-
itisation creates new opportunities to steal sensitive information or sabotage information
systems. It is to be expected that the increase in cyber-attacks for espionage purposes with
state authorship that has been observed in recent years will continue.

2.3.8  Serious and organised crime

Crime in Switzerland is shaped by the rapidly developing technological possibilities. The
criminal world is adapting its modus operandi and exploiting these new tools. In the case
of digital crime (cyber-crime), modern technologies such as internet services, social me-
dia and encryption are used, especially for property crimes. These can be committed by
organised criminal groups as well as by perpetrators with a lower level of organisation.
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The threat in organised crime stems primarily from Italian mafia organisations, which are
active nationwide and pose a considerable threat to the constitutional order of Switzerland
and the Swiss financial centre. Due to their long-standing and strong presence, family ties
in Switzerland and linguistic proximity, they are able to infiltrate administration and busi-
ness.

There is also an increased threat potential for Switzerland from criminal groups from
states of the former Soviet Union. They often have considerable economic resources and,
in some cases, political backing in their countries of origin. They are active in areas of
crime to which Switzerland is particularly vulnerable due to its attractive financial centre
(e.g., money laundering) or which directly affect the function of the authorities (e.g., cor-
ruption). The great importance of the Swiss financial centre for the power elite of these
states gives rise to risks related not only to security policy but also to foreign policy.

Criminal groups from Southeast Europe also constitute a considerable risk. These groups
dominate certain forms of crime such as drug and human trafficking, are very violent and
well organised.

Significant changes in the threat situation

There has been an increase especially in threats of a hybrid nature, for example from the
cyber and information space for espionage, influence activities and digital crime. Tech-
nological developments and the erosion of arms control increase the risk of proliferation
and the potential for misuse of technologies that are researched or manufactured in Swit-
zerland. The threats from terrorism and organised crime continue. The increasing polari-
sation of society can exacerbate the threat of violent extremism. Switzerland does not
currently face any direct threat of direct conventional military attack; however, this could
arise in the course of a military confrontation between NATO and Russia. In such a case,
the focus would probably be on the use of precision weapons, special operations forces
and cyber-attacks on military and civil targets. However, Switzerland, its population and
its bases of existence can also be affected in many ways by armed conflicts at the periph-
ery of Europe.

2.3.9 Disasters, emergencies and other major events

Disasters and emergencies are events and situations that cause such great damage or dis-
ruption that the personnel and material of the affected community are insufficient to cope
with them. They can have natural, technological and social causes. Disasters occur sud-
denly (e.g., earthquakes, power outages), while emergencies often arise over a long period
of time and last longer (e.g., heat waves, power shortages or pandemics). There is also
the risk of parallel disasters in the area of natural hazards (wildfires, floods, droughts,
heat waves, earthquakes, etc.) and of emergencies such as a pandemic.

The Covid-19 pandemic has highlighted the vulnerability of Switzerland to disasters and
emergencies. It is to be expected that the risk of similar events will increase in the coming
years due to various trends such as climate change, urbanisation or digitisation. Switzer-
land is also one of the most densely populated countries in Europe. This leads to a high
concentration of infrastructures, which can result in high damage if these are impaired or
destroyed, e.g., by earthquakes or floods.
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Everywhere in Switzerland one is confronted with natural hazards. Due to climate
change, the frequency and intensity of events such as heavy precipitation, floods, heat
waves, but also longer dry periods are increasing. Drought and heat waves like in 2015
and 2018 will probably occur more frequently and more intensely in Switzerland as a
result of climate change. Heat waves are among the greatest threats to Switzerland. Wild-
fires triggered by heat waves and drought as well as floods caused by heavy rainfall are
also dangers likely to become more frequent. Winter storms are likely to continue to cause
major damage. Slope instabilities, exacerbated by climate change with more frequent
heavy rainfall, lead to landslides and debris flows, which can also damage settlement
areas and infrastructure. Rock falls are a growing danger. Although Switzerland has only
low to medium seismic activity, earthquakes are one of the greatest risks of natural dis-
asters in Switzerland because of the damage they cause.

With regard to technology-related dangers, it is significant that society is becoming more
dependent on critical infrastructures (e.g., for power supply, traffic, mobile communica-
tions). Failures, malfunctions or accidents caused by technical errors, cyber attacks, nat-
ural events, sabotage or incorrect operation have increasingly serious effects. The advanc-
ing digitization, combined with the elimination or lack of functioning fall-back levels,
can make crisis management more difficult. The possible effects include environmental
pollution, incidents in production facilities, failures in the supply, traffic, information and
communication infrastructure as well as contamination of food and drinking water; pro-
longed power failures can also lead to increased crime or unrest. The possible effects
include environmental pollution, incidents in production plants, failures in the supply,
traffic and information and communication infrastructures as well as contamination of
food and drinking water. Prolonged power failures can also lead to increased crime or
unrest. The combination or chaining of events is a particularly high risk. For example, a
combination of low water levels, a failure of power plants and electricity import re-
strictions over several weeks would very likely lead to a power shortage.

The vulnerability is also increasing because of the increasing convergence of various sec-
tors. For reasons of land-use planning, energy, transport and telecommunications net-
works are increasingly being bundled. As a result, cyber-attacks or acts of sabotage, for
example, can hit several sectors and infrastructure areas at the same time and lead to large-
scale and cross-sector failures.

Societal disasters and emergencies can have complex and far-reaching effects, as the
Covid-19 pandemic clearly demonstrated. A serious pandemic with serious consequences
can recur at any time. In addition to a large-scale electricity shortage lasting several
weeks, pandemics are thus among the greatest risks for Switzerland in the area of disasters
and emergencies. Besides pandemics that directly threaten humans, animal diseases such
as the African swine fever also have a great potential for damage. In addition to these
health hazards, terrorist attacks — conventional as well as with nuclear, biological or
chemical agents — or complex cyber-attacks can lead to disasters and emergencies.
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Significant changes regarding disasters, emergencies and other major events

Societal dangers in particular have become more pronounced, with the Covid 19 pan-
demic being an impressive example. But it is to be expected that natural disasters will
also continue to become more frequent due to climate change, with extremely heavy pre-
cipitation being just as possible as emergencies due to persistent drought and heat waves.
Though the likelihood of technology-related disasters could tendentially be reduced in
the last five years by preventive measures, the densification of agglomerations and infra-
structures as well as complex supply chains and cyber risks have at the same time in-
creased the vulnerabilities.

2.3.10 Aspects of migration relevant to security policy

Migration is not in itself a security-policy threat to Switzerland, but it can entail side
effects that are significant in terms of security policy, e.g., human smuggling and traf-
ficking, crime, violent extremism and terrorism. Migration from crisis areas in the Middle
East and North Africa in particular carries the risk that jihadist actors will be smuggled
into Switzerland. Many European countries, including Switzerland, have tightened their
screenings of asylum seekers with a focus on possible jihadists. In addition, many migra-
tion routes are no longer as open and permeable. The transit countries on the main migra-
tion routes have improved their border controls, and controls at the European Union’s
external borders have also been strengthened.

Global migration is triggered in the countries of origin by military, ethnic or religious
conflicts, social tensions, poor security, political persecution, population growth in low-
income countries, poor economic conditions, unemployment, a lack of prospects, poverty
and a lack of educational opportunities. Climate change will lead to increased migration
in the medium to long term. In the destination countries, the manpower requirements of
an aging population with high income, family reunions, existing diaspora communities,
political security, good security and educational opportunities foster immigration. The
Covid-19 pandemic is likely to lead to a deterioration in the economic situation and higher
unemployment in practically all countries. However, it will more strongly affect many
countries in Africa and the Middle East and could therefore lead to increased migration
within one to three years.

Asylum seekers flee primarily to the surrounding countries. However, Europe and Swit-
zerland remain an important destination for migration, especially from countries in the
Middle East and Africa. For Switzerland, migration on the central Mediterranean route
(primarily from Libya to Italy) remains the most important due to geography. The second
most important route is the eastern route via the Mediterranean and the Balkans. The
western route (Strait of Gibraltar and Canary Islands) is increasing in importance for mi-
gration to Western Europe, but is of little importance with regard to secondary migration
to Switzerland. For geographic reasons, these will remain the three main routes across the
Mediterranean. However, a (further) diversification of routes and an adaptation of the
smuggling networks and methods to the respective measures of the transit and destination
countries must be expected. Alternative routes, e.g., a northern route via Russia and Fin-
land, are often too arduous and have so far been used by too few migrants to be able to
establish themselves as main routes. However, the emergence of new routes cannot be
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completely ruled out, especially if other states want to use migration as a means of pres-
sure against Europe. Migration by air, such as from South America, remains for Switzer-
land at least in the short to medium term rather negligible.

It is unclear whether other European countries besides Turkey will use migration as a
means of pressure. In the meantime, it can be assumed that the Dublin Agreement will
endure — it has proven itself as an effective means of dealing with migration to Europe,
especially from the perspective of several important European Union states. If efforts to
find sustainable solutions at the Schengen external borders and a reform of the Dublin
system fail, this is likely to weaken Europe's ability to cope with migration movements
and make Europe more vulnerable to the exploitation of such movements for power pol-
1t1cs.

Significant changes in security policy aspects of migration

Migration is not primarily a challenge to security policy, but it can have security impli-
cations in connection with human trafficking, crime, violent extremism and terrorism.
Measures to control migration have been strengthened along the migration routes at the
external borders of the Schengen area. But the local causes that lead to migration remain.
The consequences of climate change are expected to intensify migratory movements.

3 Security policy interests and objectives
3.1 Principles for Switzerland’s security policy

Swiss security policy is based on principles that ensure continuity and predictability.
They are part of Switzerland's self-perception regarding security policy and form a stable
framework within which security policy is shaped. These are:

- Neutrality and cooperation: The core content of neutrality — no support for a party in
an international armed conflict — serves to stay out of armed conflict and to maintain
impartiality. However, Switzerland cooperates in security policy notably with Euro-
pean countries, is internationally well connected and seeks in principle to maintain
good relations with all countries. Neutrality does not prevent Switzerland from coop-
erating militarily with other states and organizations where it is beneficial for both
sides, but Switzerland must not enter into any dependence that would make impartial-
ity impossible for it in the event of a conflict.

- Democracy, respect for international law and the rule of law.: Switzerland is commit-
ted to an international order based on law and rules. It advocates compliance with in-
ternational law, which also includes international humanitarian law and human rights.

- Federalism and subsidiarity: In Switzerland, security policy is a joint task of the Con-
federation, cantons and municipalities. All three levels are important for the security
of the state, society and economy, and the principle of subsidiarity is in this context of
central importance. Decentralised state structures require much coordination, but make
Switzerland's overall system of security flexible, robust and resilient.

- Militia and compulsory service: According to the Swiss militia principle, citizens can
take on part-time or honorary functions and tasks. The system of compulsory military
service 1s based on the militia principle: Conscripts may also assume cadre functions,
and compulsory service is as a rule divided into basic training and further training or
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assignments spread over several years. The armed forces, the civil defence, the alter-
native (civil) service and the major part of fire brigades are based on the militia prin-
ciple. The compulsory service system must ensure that the instruments of security pol-
icy receive the necessary personnel.

These principles continue to provide the framework for shaping Swiss security policy.
However, their interpretation must be reviewed again and again in the light of political
and social developments. This applies, for example, to the responsibilities in the area of
internal security or the further development of the compulsory service system.

3.2 Security policy interests

In addition to the principles, the following long-term and overriding interests are decisive
for shaping Switzerland's security policy:

1. Renunciation of the use of force and rule-based international order: Disputes between
and within states must be settled by peaceful means. The use of force is legitimate only
for self-defence or on the basis of a corresponding resolution by the United Nations
Security Council. In order to maintain peace and strengthen stability, an international
order based on rules is required.

2. Self-determination and freedom of action: States must be able to determine their own
affairs, both in internal affairs and in their international relations. This requires una-
dulterated information, uninfluenced forming of opinion and free decision-making
without external pressure.

3. Security of the population and critical infrastructures: These must be protected from
the threat and use of force, from sabotage as well as from natural hazards and technical
disruptions so that the state, the economy and society can function sustainably; this
also demands resilience in crisis situations.

33 Security policy objectives

The overall objective of Swiss security policy is to protect the ability to act, the self-
determination and the integrity of Switzerland and its people as well as their livelithoods
against threats and dangers and to make a contribution to stability and peace beyond the
borders. Security is understood comprehensively. In addition to military threats and the
hybrid conduct of conflict, threats from terrorism, violent extremism and crime, the secu-
rity implications of global climate, health and migration challenges are also taken into
account. Security policy also considers the interdependencies between the various threats
and dangers.

The situation, the principles and the interests result in the following specific objectives as
priorities of Switzerland’s security policy in the coming years:

Objective 1: Strengthening the early detection of threats, dangers and crises

The pace of change in the international situation has become even faster in recent years
and the state of affairs has become even more confusing. Far-away crises and conflicts
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can quickly have direct effects on Switzerland and its interests. That is why early detec-
tion of security-relevant developments and crisis potentials has become even more im-
portant. Switzerland is therefore continuing to strengthen its means and capabilities for
the early detection and independent assessment of threats and dangers. The increasing
interdependencies between individual security-relevant developments are also taken into
account.

Objective 2:  Strengthening international cooperation, security and stability

Switzerland is committed to ensuring that security-relevant international organisations
remain functional and develop; this serves security and peace. It is also committed to a
rule-based international order as well as bilateral and multilateral cooperation, especially
with neighbouring countries and organisations relevant to security policy. It contributes
to the promotion and strengthening of peace and stability with civil and military means
and participates in international police cooperation. It supports efforts for arms control,
disarmament and measures against the proliferation of powerful weapons and delivery
systems. It also participates in the development and concretisation of up-to-date interna-
tional legal norms and instruments for the control of new technologies and weapon sys-
tems.

Objective 3: Increased focus on hybrid conduct of conflict

Switzerland is taking into account the changes in how conflicts are being carried out and
aligns its instruments of security policy so that it can identify, prevent and combat the
entire spectrum of the phenomena associated with it. It strengthens the protection of the
state and its institutions, the economy and the population against cyber threats, activities
of influence, espionage, the exertion of pressure and the threat and use of force. The
armed forces in particular must be able to effectively protect the country, the population
and the infrastructures, including from threats from the airspace, across the entire spec-
trum of hybrid threats and even if there are persistent tensions in the region.

Objective 4:  Free formation of opinion and unadulterated information

Information and opinion-making must be free and transparent, based on facts, without
disinformation, attempts at influencing and propaganda by government agencies or agen-
cies acting on behalf of states. Given the increasing activities aimed at influencing and
disinforming societies and states, more attention must be paid to this aspect. Switzerland
must therefore also employ its assets for early detection and situation tracking to identify
influence activities and, if necessary, it must take protective measures, including active
communication. This requires closer cooperation among the relevant federal agencies and
the cantons. This is intended to strengthen the resilience of Switzerland and its population
against influence activities.



Report on security policy Page 26

Objective 5:  Strengthening the protection against cyber threats

The state, the economy and society must be protected against cyber threats. In order to
counter the increasing vulnerabilities associated with the progress of digitisation, Swit-
zerland is strengthening its ability to quickly identify and cope with cyber incidents rele-
vant to security policy, even if they last for extended time and affect several areas at the
same time. It strives to better anticipate developments in the cyber sector that are relevant
to security policy, also with respect to the increasing use of artificial intelligence. While
maintaining the principle of self-responsibility, the federal authorities support third par-
ties, if necessary, assume regulative tasks and set incentives to increase cyber resilience
in Switzerland. While doing this, they also make use of the opportunities of digitisation.

Objective 6:  Preventing terrorism, violent extremism, organised and other
transnational crime

Terrorism, organised and transnational crime and violent extremism promoted by the po-
larisation of society are persistent threats. Switzerland continues to grant high priority to
combating them. It does everything in its power to prevent terrorist and violent extremist
groups as well as groups involved in serious crime from establishing themselves on its
territory, by prevention, cooperation and repression. It prevents the export and support of
terrorism. It combats at its borders the irregular movement of goods and people as well
as the negative side effects of migration.

Objective 7:  Strengthening resilience and security of supply

Switzerland is strengthening its ability to act, its resilience and its abilities to adapt and
regenerate with respect to the effects of crises and tensions. This can range from societal
risks (such as pandemics) to armed conflicts, which can indirectly affect Switzerland,
even if it is itself not the victim of attack. Switzerland must be prepared for extended
supply disruptions due to international crises. It wants to strengthen the supply security
of critical, vital and security-relevant goods and services and reduce dependencies and
vulnerabilities in areas that are relevant to the functioning and the security of Switzerland
and its population. This includes for example the areas of food, energy supply and health
care, as well as security-relevant industrial and technological skills and capacities within
Switzerland.

Objective 8:  Improving protection against disasters and emergencies
and the ability to regenerate

In view of the increasing risks to nature and society posed by climate change, as well as
the increasing density of settlement, mobility and concentration of infrastructures, Swit-
zerland wants to improve its capabilities and means to prevent and protect against natural,
technological and societal hazards and to cope with such disasters and emergencies. To
this end, Switzerland’s own means of prevention, preparedness and coping are to be en-
hanced and international cooperation strengthened.
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Objective 9:  Strengthening cooperation between authorities and crisis management

In view of the volatility of the security situation and the concatenation of threats and
dangers, cooperation between the policy areas and instruments relevant to security policy
must be further improved. This applies to the normal situation as well as to crises. The
security-relevant authorities and assets of the Confederation, the cantons and the munic-
ipalities shall work together smoothly and efficiently and be coordinated. In addition, the
skills for effective and efficient crisis management at the national level are to be im-
proved. For this purpose, knowledge gained from real crises and from exercises shall be
used to optimize processes, interfaces and responsibilities between the Confederation, the
cantons and the communities.

4 Implementation: Policy areas and instruments of security policy
4.1  Policy areas and instruments

In order to pursue the objectives of security policy, Switzerland has various policy areas
and instruments that are used in a coordinated manner. The following policy areas con-
tribute to security policy and to achieving its objectives:

Foreign policy serves to represent Switzerland's interests abroad and to maintain its rela-
tionships. Switzerland supports efforts to improve mutual understanding at the interna-
tional level and advocates functional international organisations. It contributes to
strengthening international security and stability by offering good offices and contrib-
uting to the promotion of peace, by supporting international law, the rule of law and hu-
man rights, by fighting the causes of instability and conflicts with development coopera-
tion and by providing humanitarian aid to alleviate hardships of the civilian population.
Switzerland promotes sustainable development and supports states in combating climate
change and in adapting to its consequences. It is also committed to arms control and dis-
armament and a free and secure cyberspace. Switzerland's external network serves to
safeguard interests and crisis management.

Economic policy creates favourable conditions for the economy, and thus prosperity, as
well as for a stable, crisis-proof supply of the country with diversified supply chains. It
supports open markets and international cooperation and promotes mutual trade in goods
and services as well as investments. In doing so, it takes into account the integration of
the Swiss economy in global value chains and heeds security risks. Through favourable
conditions, it contributes to maintaining and promoting security-relevant technologies
and industries in Switzerland. It is responsible for the export control of armaments and
dual-use goods as well as for the implementation of international sanctions. The national
supply policy sets requirements for the stockpiling of critical goods (e.g., medicine, food,

energy).

Information and communication are cross-sectional tasks that are also increasingly rele-
vant for security policy. Factually accurate and credible information and communication
by the authorities strengthen the robustness and resilience to attempts at influence. The
Confederation, cantons and communes are obliged to contribute to the quality of opinion-
forming. The Federal Council ensures active, consistent, timely, factual, comprehensive
and continuous information about its considerations, plans and decisions. This is particu-
larly important in crisis situations, but also promotes in normal times the population's
trust in the authorities.
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Switzerland also has instruments that serve security policy tasks and contribute to the
achievement of security policy objectives:

The armed forces are the primary instrument for dealing with threats which, in their in-
tensity and extent, endanger the territorial integrity, the security of the entire population
or the exercise of state authority. They must be able to ward off and cope with several
threats at the same time, even if these take different forms and intensities and persist over
longer periods. Defence against armed attack is the armed forces’ core competence. They
are adapted to the changing pattern of conflict and the various forms of hybrid conduct of
conflict and, for this purpose, strengthen their skills in the cyber area. The armed forces
support the civil authorities within Switzerland, e.g., the cantons, in dealing with crisis
situations of all kinds and participate in international peace missions and disaster relief
abroad.

Civil protection is a network system, consisting of the partner organisations police, fire
brigades, health services, technical facilities and civil defence. It is responsible for pro-
tecting the population and its bases of existence in the event of disasters and emergencies.
Under the direction of the cantonal management organs, the five partner organisations as
well as third parties (e.g., the armed forces) cooperate in the prevention and management
of disasters and emergencies. Management and resources are largely the responsibility of
the cantons. The Confederation has a coordination function and is responsible for basic
work, e.g., for the national risk analysis. It assumes the management and coordination in
case of disasters and emergencies for which it is explicitly designated, e.g., in the event
of increased radioactivity. The federal coordination body for civil protection is the Fed-
eral Staff for Civil Protection. It ensures communication between the Confederation, can-
tons, operators of critical infrastructures and foreign authorities. The Federal Office for
Civil Protection is responsible for the systems for warning, alerting and informing the
authorities and the population in the event of imminent dangers and in the event of an
incident. It operates the National Alarm Centre and the Spiez Laboratory, ensures coor-
dination in civil defence and the protection of cultural goods, ensures the training of can-
tonal management bodies, civil protection officers and specialists, and is responsible, in
cooperation with the cantons, for the conception and management of the protection facil-
ities.

The Federal Intelligence Service is responsible for the early detection and prevention of
threats to internal and external security from terrorism, violent extremism, prohibited in-
telligence activities, the proliferation of weapons of mass destruction and cyber-attacks
on critical infrastructures. It receives and assesses information about foreign countries
that is relevant to Swiss security policy. It supports the security policy leadership with its
products and forwards relevant information and findings to the law enforcement authori-
ties. It also supports the cantons in maintaining internal security, runs the national intel-
ligence network of cantonal and federal security authorities and ensures cooperation with
foreign partner services.

The police are the main instrument for fighting crime, for averting danger and for enforc-
ing measures by means of direct force. Police sovereignty lies primarily with the cantons.
The cantonal police corps, together with the communal police forces, ensure public safety
on their territory and are responsible for the duties of security and criminal police. The
fight against serious crime, in particular terrorism, violent extremism and organised and
other transnational crime, falls within the competence of the Confederation. The Federal
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Office of Police carries out criminal prosecutions on behalf of the Office of the Attorney
General and coordinates national and international police cooperation. It also protects
people and buildings for which the Confederation is responsible, and develops and oper-
ates national information systems and competence centres.

The Federal Customs Administration is, as part of its tasks at the border, involved in the
fight against terrorism, violent extremism and transnational crime. It contributes to the
fight against illegal migration at the internal and external borders of the Schengen area,
for example by uncovering smugglers' networks or by participating in operational mis-
sions by the European Border and Coast Guard Agency (Frontex). The Federal Customs
Administration controls the cross-border movement of people and goods and searches for
people and property in the border area. It is an investigating authority in the area of secu-
rity policy and passes the matter on to the competent authority. It also takes legal action
against smugglers within the scope of its powers. The Federal Customs Administration
works closely with its national and international partners, for example by participating in
joint operations and maintaining an intensive exchange of information.

Men who are fit to serve in the armed forces but cannot reconcile military service with
their conscience can, upon request, perform a longer-lasting alternative civilian service.
In accordance with the Law on Alternative Service, they are also deployed in the event
of disasters and emergencies, particularly in the areas of the environment as well as care
and support in the health and social sector. These deployments are complementary to
those of civil defence and the armed forces and can enhance the endurance of civil pro-
tection. The alternative civilian service is not designed to be the first organisation to be
deployed in an operation and is not structured in formations. Open questions about the
contribution of the alternative civilian service in the event of disasters and emergencies
are examined as part of the ongoing work on the supply of sufficient conscript personnel
for the armed forces and civil defence and the long-term development of the compulsory
service system.

4.2  Implementation of the security policy objectives

The following describes how Switzerland intends to pursue and implement its security
policy objectives.

4.2.1 Strengthening the early detection of threats, dangers and crises

The international situation has become more volatile and more difficult to predict. The
advance warning time for developments in security policy has been shortened. Surprising
developments and chains of events must be expected. The changed conduct of conflict
makes it more difficult to identify cyber threats against critical infrastructures or foreign
influence activities directed against Switzerland. Effective early detection and assessment
of threats and their interrelationships is all the more important so that relevant develop-
ments can be anticipated in good time and appropriate measures can be taken.

The primary means for this is the gathering and assessment of information by the intelli-
gence service. The aim is to reconnoitre and assess foreign civil and military potentials
and intentions to exert power, as well as developments in the areas of terrorism, violent
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extremism, prohibited intelligence activities, cyber threats, foreign influence activities
and proliferation.

The early crisis detection of the Federal Chancellery also serves to improve the political
leadership’s abilities of anticipation by identifying risks and opportunities in areas of
economy, society and politics. In addition, the Swiss representations abroad help to iden-
tify crises at an early stage.

As part of the integral risk management, a comprehensive risk analysis is used for the
early detection and evaluation of new and changed natural, technological and societal
dangers and serves as a basis for the preparation for and management of disasters and
emergencies. With up-to-date climate scenarios, the effects of climate change can be
quantified, which enables predictions about extreme events (e.g., heavy precipitation,
drought, heat waves).

The following measures in particular serve to improve the early detection of threats, dan-
gers and crises:

e Improvement of the reconnaissance capacities for the identification and independent
assessment of security-relevant developments and threats, for example through the
participation in satellite reconnaissance systems (such as France's Composante Spa-
tiale Optique) as well as an improvement of the capacities for the analysis of large
amounts of data.

e Strengthening the representations of Switzerland, among other things by shifting al-
most three dozen post from the headquarters, as a contribution to the early detection
and analysis on site of developments relevant to security policy.

4.2.2 Strengthening international cooperation, security and stability

The international order based on rules has contributed to security and prosperity in Swit-
zerland. Switzerland will continue to support democracy and freedom, the rule of law,
human rights and international law, as well as international organisations capable of act-
ing and multilateral agreements. The aspired seat on the United Nations Security Council
2023-2024 will provide Switzerland with an additional instrument to stand up for its in-
terests, convictions and values.

At the regional level, Switzerland is committed to strengthening the Organisation for Se-
curity and Cooperation in Europe. As for security policy organisations it is not member
of, Switzerland cooperates to the extent it is in its interest and does not entail dependen-
cies. In Europe, this concerns primarily the partnership for peace (with NATO) and the
European Union. Bilateral cooperation focuses on the neighbouring countries. Switzer-
land also endeavours to maintain an exchange on security policy with countries such as
the United States, Russia and China.

With good offices and civil and military promotion of peace, Switzerland contributes to
the prevention and resolution of conflicts. It benefits from its reputation as an independ-
ent, reliable and discreet mediator and is involved in more than a dozen peace processes,
through participation in missions of the United Nations, the Organisation for Security and
Cooperation in Europe and the European Union, but also bilaterally. It is also a willing
host for peace talks under the aegis of the United Nations. Civil and military peace pro-
motion, development cooperation and humanitarian aid are closely coordinated.
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Arms control and disarmament contribute to the stability and predictability of the security
environment. Switzerland supports nuclear disarmament and measures to prevent the pro-
liferation of nuclear weapons. It also supports the prohibition on chemical and biological
weapons and the universalisation and implementation of the prohibitions on anti-person-
nel mines and cluster munitions. Export controls and the implementation of international
sanctions help prevent the spread of sensitive armaments and technology. To this end,
Switzerland is coordinating with other industrialised countries and advocates universal
rules. In order to prevent Swiss industry from being discriminated against, Switzerland
bases its export control and sanctions policy on internationally harmonised principles and
guidelines.

As an associated Schengen member, Switzerland uses the instruments of this membership
in its international police cooperation and contributes to its further development: simpli-
fied police information exchange, cross-border police cooperation and the Schengen In-
formation System. It also strengthens police cooperation with the cooperation agreement
with Europol. In global police cooperation, Switzerland also participates in Interpol's ac-
tivities.

The following measures in particular serve to strengthen international cooperation, secu-
rity and stability:

Candidacy as a non-permanent member of the United Nations Security Council in order
to work in accordance with our interests and values for international security and stabil-
ity, a strengthening of the rule-based order and multilateral solutions.

Elaboration and adoption of regional and subject-specific follow-up strategies to the
current foreign policy strategy.

Use of opportunities arising from the further development of the European Union’s se-
curity and defence policy for more cooperation, including military cooperation within
the framework of the Permanent Structured Cooperation.

Commitment to maintaining the relevance of the Partnership for Peace, to the exchange
of information and opinions on security policy and mutually useful practical cooperation
in this context.

Further development of military peace promotion with a focus on contributing particu-
larly sought-after and high-value assets such as air transport and aerial reconnaissance,
special functions in training, logistics or ordnance disposal.

Commitment to the further development of arms control and disarmament in the light
of new technological developments and of their effects on weapon systems (e.g., big
data, artificial intelligence, autonomy and new network technologies) and elaboration
of a new strategy for arms control and disarmament.

4.2.3 Increased focus on hybrid conduct of conflict

The hybrid conduct of conflict encompasses a wide range of instruments, from economic
pressure, cyber, influence activities and espionage to military attack. It must be captured
in its full range in order to identify and ward off threats, develop countermeasures and
strengthen the resilience of the state and the society against them.
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With regard to this way of conduct of conflict, the armed forces must cover a wide range
of capabilities and be able to support the civil authorities already in the grey area between
peace and armed conflict. (The implementation by other policy areas and instruments of
security policy is described in sub-chapters 4.2.4 and 4.2.5.) The armed forces must be
able to react quickly to changes in the situation and to take on various tasks at the same
time. Even if the conflict pattern has changed, defence against armed attack remains a
core task, as hybrid conduct of conflict can be a precursor to overt military attack. The
armed forces must therefore be able to simultaneously perform subsidiary protection and
security tasks, provide assistance in the event of disasters or emergencies, and defend the
country, population and infrastructure — and to switch quickly between these tasks. This
includes, for example, the protection of perimeters, facilities, traffic axes and the airspace
as well as defence against attacks on the population and critical infrastructures. The armed
forces must therefore focus on such operations and use the resources in a coordinated
manner and, in the case of subsidiary operations, according to the needs of the civilian
partners. The armed forces must also be able to work with foreign armed forces in the
region. This ability is, inter alia, practiced in international exercises. If Switzerland be-
comes the target of an armed attack and neutrality becomes obsolete, it should have both
options available: autonomous defence or cooperation with other states, in particular
neighbours.

With the development of the armed forces, steps have already been taken in this direction.
With the graduated readiness and the reintroduction of mobilisation, the troops will more
quickly be ready for action. Based on the required military capabilities, the equipment in
key areas is continuously being renewed and supplemented. The development and
strengthening of military capabilities and resources in the cyber sector is a main focus.

The armed forces are developed continuously to adapt themselves to the changing threats.
For more flexibility and to be able to react more quickly to changes in the threat situation,
further evolutions will take place continuously and in smaller steps instead of large and
time-consuming reforms.

The following measures in particular serve to increase the focus on the hybrid conduct of
conflict:

¢ In order to continue to be able to closely monitor the airspace over a longer period of
time, beyond the day-to-day air policing, for example in the event of prolonged inter-
national tensions, and to be able to defend it in the event of an attack, new combat
aircraft and a system of ground-based air defence are being procured.

e The ground forces will be geared more towards supporting the civilian authorities in
the grey area between peace and armed conflict, and their equipment will be modern-
ised, taking into account the high population density and the fact that much of the
territory is built over. As a result, the ground forces will be equipped to allow more
mobility and better protection, and task forces will be formed in a more flexible and
modular way.

e The armed forces' capabilities in the cyber sector will be further developed and
strengthened as an essential part of the increased focus on the hybrid environment. The
armed forces’ assets in this domain can also be used for subsidiary support.

¢ Based on capability-oriented planning, armaments procurement for the armed forces
will be geared to facilitate faster procurement cycles and being able to react faster to
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technological developments. This is particularly relevant for armaments with a high
IT content.

Armed attack and defence in the light of changing conduct of conflict

In view of the changed ways of conducting conflicts, an armed attack on Switzerland no
longer necessarily has to be an attack by militarily organised armed forces. An opponent
could pursue its strategic objectives without the open use of military means: by impairing
critical infrastructures, state leadership, the economy or social life. For example, it could
use cyber-attacks, intensive influence activities, economic measures, sabotage, special
operations forces or other actors, including long-range weapons. The objective would be
the impairment of the functioning of the country and institutions to the point of under-
mining state sovereignty and social cohesion, and not the physical violation of the integ-
rity of its national territory. A cyber-attack can therefore also be qualified as an armed
attack if it achieves the required intensity and effects, i.e., causes major damage to people
and objects.

The answer to the question of whether the armed forces are to be used in their main role
for defence or in a subsidiary role to support the civil authorities therefore depends less
on where an attack comes from and by what means it is carried out, but on the extent of
the threat: If the intensity and the extent of a threat are such that the territorial integrity,
the entire population or the exercise of state authority are threatened, the armed forces
may be used for defence in their main, non-subsidiary role. The decision as to whether
the armed forces are in a given case deployed for defence (and the threshold to armed
conflict has hence been crossed) or in a subsidiary role rests in each case with the Federal
Council and Parliament.

4.2.4 Free formation of opinion and unadulterated information

The risk increases that Switzerland may become a target of influence activities and disin-
formation. Efforts to disrupt or manipulate political decision-making processes could par-
ticularly be undertaken in the context of elections and votes, but also in crisis situations.
However, there are also some indications that Switzerland and its population are relatively
robust vis-a-vis such attempts of influence and disinformation. In addition to the good
education level, which is an important factor and promotes media and political compe-
tence, the Swiss are used to dealing with political issues several times a year by voting.
The decentralised organisation and implementation of voting and the diverse media land-
scape also contribute to a better resistance to attempts of outside influence.

The Federal Council provides actively and continuously objective information about po-
litical activities in Switzerland and can correct false or misleading information. As a mat-
ter of principle, it makes sparing use of this. On the one hand, private actors enjoy great
freedom in political disputes; they are not obliged to completeness, objectivity, transpar-
ency and proportionality. On the other hand, disinformation campaigns get more attention
if the Federal Council takes them up. It therefore considers this option only when a cam-
paign has spread so widely that it endangers the free process of forming opinions.

The following measures in particular serve to promote the free formation of opinion and
unadulterated information:
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e The bodies responsible for the management of security policy at federal level (Security
Committee of the Federal Council and Core Group Security) consider regularly this
issue and, if necessary, submit proposals for measures to counteract influence activities
to the departments or the Federal Council. The Core Group Security, together with the
Federal Chancellery, regularly procures information in order to assess whether the fed-
eral administration may be affected by influence activities.

e The exchange with the cantons on threats from influence activities will be continued.

4.2.5 Strengthening the protection against cyber threats

Cyber threats will evolve rapidly with the advancement of digitisation and artificial intel-
ligence. Due to the ongoing threat and technological developments, particular attention
must be paid to the dependencies and vulnerabilities in the cyber area and the security of
supply chains.

In the National Strategy for the Protection of Switzerland against Cyber Risks of April
2018 (NCS) 2018-2022,? the federal government has determined which strategic goals
are to be pursued and which measures are to be taken to counter cyber threats. With the
adoption of the strategy, responsibilities at the federal level were also clarified and new
structures created. These are divided into cybersecurity (lead: Federal Department of Fi-
nance), cyber defence (lead: Federal Department of Defence, Civil Protection and Sport)
and cyber-criminal prosecution (lead: Federal Department of Justice and Police, and can-
tons). In order to improve interdepartmental cooperation and strengthen management, a
Cyber Committee of the Federal Council was created, consisting of the heads of the three
federal departments mentioned before, as well as a Core Group Cyber supporting it. The
cantons are represented in these bodies. A federal Delegate for Cyber Security was ap-
pointed, and a competence centre subordinated to him was created with the National
Cyber Security Centre.

The cooperation with the cantons, business and science was expanded and institutional-
ised, among other things through a regular exchange with the Delegate for Cyber Security
and the National Cyber Security Centre. With the Cyber Defence Campus, a platform was
created together with science for the early detection of cyber trends, the development of
technologies to ward off cyber threats and the training of cyber specialists. To combat
digital crime, joint bodies for cooperation between the Confederation and the cantons
were created.’® Joint training courses are planned, expert knowledge will be consolidated
and the exchange of information and experience will be intensified.

In its current foreign policy strategy, the Federal Council designates digitisation as a pri-
ority. Switzerland supports on the international level a free, secure and open cyberspace
that is used for peaceful purposes, is based on mutual trust, and in which the existing
international law, including humanitarian international law and human rights, is applica-
ble and complied with. Switzerland has an interest in clarifying the concrete application
of the rules of international law in the event of cyber operations, in particular with regard

2 Retrievable in German under www.ncsc.admin.ch > NCS Strategie > Strategie NCS 2081-2022.
3

Cyber Board: Body for all cantonal and national crime prosecution authorities active in the fight against
digital crime as well as representatives of authorities involved in prevention. Network Investigative
Support for Digital Crime (Netzwerk Ermittlungsunterstiitzung digitale Kriminalitdt): Platform jointly
operated by the cantonal police forces and the Federal Office of Police.
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to the basic principles of the United Nations Charter, the rules of state responsibility,
international humanitarian law, human rights and the law of neutrality. Questions con-
cerning the law of neutrality can arise in this context because cyber-attacks by conflicting
parties can also affect the infrastructures of a neutral state due to global digital networks.
Switzerland wants to prevent its digital infrastructures from being used for cyber-attacks
on other countries.

The following measures in particular serve to further strengthen the protection against
cyber threats:

e Introduction of mandatory reporting of cyber-attacks for critical infrastructures in or-
der to improve the early detection and systematic recording of such attacks; creation
and running of a common cyber situation by the intelligence service, which also serves
the economy.

e Further development and implementation of the National Strategy for the Protection
of Switzerland against Cyber Risks, involving the relevant offices of all departments,
and continuation of the establishment and expansion of the National Cyber Security
Centre and the newly created cyber bodies at federal level.

e Implementation of the new cyber defence strategy of the Federal Department of De-
fence, Civil Protection and Sport which aims at closing gaps in the defence prepara-
tions and enhancing further the assets for cyber defence.

e Further development of cooperation with operators of critical infrastructures in order
to strengthen their protection and resilience to cyber risks.

¢ In the event of cyber-attacks, advice on and employment of resources from the Na-
tional Cyber Security Centre and the Federal Intelligence Service. If these are insuffi-
cient, the armed forces can provide services on a subsidiary basis.

¢ Continuation and use of the new Cyber Board and Network Investigative Support for
Digital Crime for intensive cooperation between the Confederation and the cantons in
the fight against digital crime.

e Working in international bodies for the application of norms of international law in
cyberspace and clarification of open questions, including those related to the law of
neutrality.

e Establishment of a digitisation division in the Federal Department of Foreign Affairs
and appointment of a Special Representative for Science Diplomacy in Geneva in or-
der to strengthen Switzerland's ability to shape international policy in the field of dig-
itisation.

4.2.6  Preventing terrorism, violent extremism, organised and other transna-
tional crime

The fight against terrorism, violent extremism and organised and other transnational
crime remains a priority. Switzerland combats these threats with means of prevention and
repression in close cooperation of the relevant federal and cantonal authorities and with
foreign partners. Based on an assessment of the threat situation, a strategy for combating
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crime*is defined. In addition, there is a national strategy for combating terrorism’, which
is updated regularly.

To combat violent extremism and terrorism, it is essential to recognize such threats at an
early stage and to identify persons posing a danger to public security and persons at risk
of becoming such a danger. In addition to the well-known groups, the focus is on radical-
ised and autonomously acting offenders. The difficulty of the distinction between terror-
ism and violent extremism — in reality the transition is partially fluid — is taken into ac-
count. The National Action Plan to Prevent and Combat Radicalisation and Violent Ex-
tremism® with preventive measures in the field of social and educational policy, which
was passed by the Confederation and the cantons in 2017, also serves to prevent radical-
isation. The federal and cantonal authorities responsible for combating terrorism and vi-
olent extremism are continuously developing their cooperation in order to take account
of the interdisciplinary nature of the threats. The Task Force Terrorist Tracking (Tetra),
in which federal and cantonal authorities work closely together under the leadership of
the Federal Office of Police, plays an important role.

Close cooperation and coordination between the Confederation and the cantons is also
essential in the fight against organised crime. With the platform Countering Organised
Crime, the exchange of information and experience between various authorities has been
strengthened. This includes the cantonal police corps, the Federal Office of Police, the
Federal Intelligence Service, the Office of the Attorney General and the Federal Customs
Administration, as well as migration and social authorities and well as finance, market
surveillance, tax, registration and competition authorities.

Terrorism and serious crime are agile, networked and transnational. Switzerland depends
on efficient international police cooperation. The main instruments for cooperation are
the Schengen Association and the Schengen Information System. Other European Union
information systems’ on security and migration will be further developed. The infor-
mation from the various information systems will in the future be interlinked and more
quickly available to the Swiss border control, migration and police authorities.

Europol and Interpol are very useful for Switzerland in that they offer analyses and op-
erational platforms to combat transnational crime. Switzerland also uses its cooperation
with the United Nations, the Organisation for Security and Cooperation in Europe and the
Council of Europe to strengthen and advance the fight against crime. This multilateral

The current strategy of the Federal Department of Justice and Police for combating crime covers the
years 2020-2023 and defines the three main themes organised crime, terrorism and other transnational
crime. The strategy is based on the three pillars of prevention, cooperation and repression and follows
the following three guiding principles: analysis-based management of police forces; involvement of
authorities unrelated to police, or private partners; detection of flows of criminally acquired cash. Ret-
rievable (in German) under www.fedpol.admin.chv > Search > Strategie Kriminalititsbekdmpfung
2020-2023.

In German: Strategie der Schweiz zur Terrorismusbekdmpfung vom 18 .September 2018, Bundesblatt
2015 7487.

Retrievable (in German) under www.svs.admin.ch > Themen > Prévention von Radikalisierung und
Extremismus > Nationaler Aktionsplan.

Visa Information System, European Travel Information and Authorisation System, Entry-Exit-System,
Advance Passenger Information, False and Authentic Documents Online.


http://www.fedpol.admin.chv/
http://www.svs.admin.ch/
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cooperation is supplemented by bilateral police agreements®, the network of police atta-
chés and liaison officers of the Federal Customs Administration as well as the two centres
for police and customs cooperation with Italy and France.

In order to efficiently combat transnational crime, in particular the smuggling of drugs,
weapons, medicines, forgeries, cultural goods and prohibited substances, the Federal
Customs Administration conducts daily checks on goods and persons as well as targeted
criminal prosecution at the borders and within the country. With the transformation pro-
gram DaziT, the processes of the Federal Customs Administration are digitised and sim-
plified. This reduces the administrative activities of the employees who, thanks to organ-
isational improvements, in particular a more agile professional profile®, can in turn be
used for additional control tasks.

The following measures in particular serve to combat terrorism, violent extremism, or-
ganised and other transnational crime:

e Improvement of the international exchange of police information through the adoption
of further developments of Schengen and the conclusion of bilateral police agreements.

e C(Creation of additional preventive means for dealing with persons posing a danger to
public security and persons at risk of becoming such a danger with the Federal Law of
25 September 2020 on Police Measures to Combat Terrorism'’ and a revision of the
Federal Law on the Intelligence Service.

¢ Supplementing the instruments for preventing and combating terrorism and serious
crime with the creation of a Federal Law on the Collection and Use of Air Passenger
Data (Passenger Name Record).

e Association with the Priim resolutions for the automatic comparison of fingerprints,
DNA profiles and vehicle owner data with foreign countries in order to increase the
efficiency of search.

e Participation in the further development of Fronfex in order to contribute to the pro-
tection of external borders and the fight against transnational crime.

e Transformation of the Federal Customs Administration into a Federal Office for Cus-
toms and Border Security based on digital border processes and with a staff that can
be used flexibly in order to cover, as part of a comprehensive control, the three areas
of people, goods and means of transport that are essential to the work of the Federal
Customs Administration.

4.2.7  Strengthening resilience and security of supply

In order to be prepared for the direct and indirect effects of tensions and crises, Switzer-
land must further strengthen its resilience, adaptability and regeneration capacity. The

8 These agreements enable cross-border forms of cooperation such as joint observations, controlled de-

liveries, pursuit, undercover investigations or mixed patrols.

®  The new occupational profile of specialist for customs and border security replaces the two previous

job categories of customs specialist and border guard.
10" In German: Bundesblatt 2020 7741
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focus is on strengthening security of supply. In Switzerland, private companies are pri-
marily responsible for supplying the country with essential goods and services, which
makes a close cooperation with companies and operators of critical infrastructures crucial.
In order for the supply chains to work even in times of crisis, stable and diversified supply
chains are necessary in system-relevant areas (e.g., nutrition, energy supply and health
care). Above all, the Covid-19 crisis has highlighted structural supply problems in times
of shortages, especially for pharmaceuticals and medical products. In order to reduce the
effects of delivery delays, the flexibility of the companies and international cooperation
play an important role.

The aim is also to reduce dependence with regard to equipment and armaments for the
armed forces. Switzerland has to take this aspect into account more than other countries
because, as a neutral country, it cannot expect military support from other countries. Self-
sufficiency in defence technology is not possible for Switzerland. However, in the interest
of maximum possible autonomy, including in crisis situations, Switzerland is striving to
reduce its military dependence on foreign countries at least in some areas, or to replace it
with mutual dependence, and to maintain an industrial base relevant to security policy
within the country. To this end, the federal government supports the development of tech-
nology, primarily at civil research institutions and private companies with know-how in
relevant areas, e.g., the development of communication or sensor technologies.

Space-based services such as satellite navigation or communication are already wide-
spread today and will in the future become even more important for states, the economy
and the society. The more these services are used, the more important it is to reduce de-
pendencies and increase resilience with regard to failures or malfunctions.

In recent years, foreign direct investments have raised fears that jobs and know-how may
be lost and that national security may be endangered. In principle, Switzerland's open
policy towards investments from abroad strengthens Switzerland as a business location
through an influx of capital and knowledge and thus contributes to added-value, technol-
ogy leadership and the creation and preservation of jobs. In March 2020, however, Par-
liament instructed the Federal Council to create a legal basis for controlling foreign in-
vestments.

The following measures in particular serve to strengthen resilience and security of supply
in the event of international crises:

e Examination and reduction of dependencies in the supply of critical, vital goods and
services to improve resilience, based on the findings from the Covid-19 pandemic.

e Review and further development of the national Strategy for the Protection of Critical
Infrastructures and examination of cross-sector legal bases (e.g., personnel security
screening).

o Support of the security-relevant technology and industry base through domestic pro-
curement, offset deals, international cooperation, application-oriented research, pro-
motion of innovation, information exchange with industry and an export control re-
gime that takes into account interest of security policy.

e Improving access to space-based services for communication, navigation and earth
observation, as well as international commitment to strengthen the long-term and
peaceful use of space.



Report on security policy Page 39

e Elaboration of a legal basis for the control of foreign investments.

4.2.8 Improving protection against disasters and emergencies and the ability to
regenerate

The network system civil protection is the primary instrument for coping with natural,
technological and societal hazards. With the new Federal Law on Civil Protection and
Civil Defence of 20 December 2019, it is even more consistently geared to dealing with
disasters and emergencies.

The existing protected medical facilities meet only partially current requirements, needs,
and standards. The future utilisation of the protected facilities must therefore be clarified.
The protected facilities must also have sufficient capacity to accept the patients needing
care in case of a disaster or emergency.

could be used in extreme events such as earthquakes or a pandemic. However, the existing
facilities only partially meet today's requirements and standards. Projects for the future
use of the protected facilities are ongoing under the direction of the Federal Office for
Civil Protection.

The successful management of events requires secure, high-availability communication
and data transmission, especially between the partner organisations of civil protection.
In recent years, various projects to modernize the telematics infrastructure and the corre-
sponding systems have been launched. These include the Polycom security network radio
and the secure data sharing system. In addition, a pilot project is under way for the pos-
sible introduction of a broadband mobile security communication system.

As part of the integral risk management, the Federal Office for Civil Protection draws up
a systematic risk analysis of natural, technological and societal hazards. From this,
measures for prevention, precautionary measures and the preparation of operations in case
of emergency are derived, which reduce the vulnerability and the potential extent of dam-
age. The measures include, for example, land-use planning and structural-technical
measures such as hazard maps and flood protection structures, as well as preventive
measures for increased safety in case of earthquakes.

The Federal Office for the Environment supports the cantons in the planning and imple-
mentation of protective measures against floods and rock falls, landslides and avalanches,
as well as in the preparation of basic hazard information. Comprehensive monitoring as
part of the integral risk management serves to identify new and changed natural hazards
at an early stage. With up-to-date climate scenarios, the effects of climate change can be
quantified, which enables predictions about extreme events.

The following measures in particular serve to strengthen the protection against disasters
and emergencies and the ability to regenerate:

e Mapping the need for protection facilities (command posts for management, provision
facilities for civil defence, protected facilities for health care) and definition of stand-
ards for facilities, maintenance, operation and personnel.

' In German: Systematische Rechtssammlung 520.1
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e Updating the protection concepts for the population, for example in NBC protection
(protection against nuclear, biological and chemical hazards), to define responsibili-
ties, performances and deficits.

e Implementation and further development of the management of earthquake risks with
the institutionalised cooperation between the Confederation and the cantons, the con-
tingency planning, the introduction of the earthquake risk model and the assessment
of buildings, as well as with the constitution of an organisation dealing with earthquake
damage.

e Continuation of the work based on the up-to-date climate scenarios to assess the ef-
fects on floods, landslides, rock falls and avalanches as well as on the protective forest.

e Operation and further development of a comprehensive monitoring of natural hazard
processes, including satellite-based radar analyses, with regard to mass movements in
the mountains, as well as further development, operation and consolidation of federal
warning of natural hazards by the federal specialist units represented in the Natural
Hazard Intervention Steering Committee (Lenkungsausschuss Intervention Naturge-
fahren, Lainat).

4.2.9 Strengthening cooperation between authorities and crisis management

In view of the concatenation and mutual reinforcement of threats and dangers, coopera-
tion between the political areas and instruments relevant to security policy is becoming
more and more important. Because of the federally organised structures of Switzerland
and its departmental government organisation, smooth coordination of the authorities and
assets of the Confederation, the cantons and the municipalities is particularly relevant.
The application of the principle of subsidiarity in the event of major incidents relevant to
security requires the joint use of several instruments.

The Swiss Security Network (Sicherheitsverbund Schweiz) has served as a platform for
dialogue and coordination between the various levels and authorities on security issues
for years. However, its organs are not designed as crisis management bodies. The same
applies to the organs of federal management of security policy. These consist of the Se-
curity Committee of the Federal Council and the Core Group Security.!? They serve for
an ongoing appraisal of the situation relevant to security as well as for the coordination
of cross-departmental business of security policy and the preparation of related decisions
of the Federal Council. These organs can play a supporting role in crisis management if
one of the departments represented has the lead due to its subject-specific competence.
Should Switzerland fall victim to a major cyber-attack against critical infrastructures, the
Core Group Cyber could also be used for coordination in support of the lead department.
On the cantonal level, the cantonal command organisations are the central bodies for crisis
management.

12 Instructions on the organisation of the Federal Council's governance of security policy of 2 December
2016 (In German: Bundesblatt 2016 8775). The Federal Council's Security Committee consists of the
heads of the Department of Defence, Civil Protection and Sport (chair), the Federal Department of For-
eign Affairs and the Federal Department of Justice and Police. The Core Group Security consists of the
State Secretary of the Federal Department of Foreign Affairs, the Director of the Federal Intelligence
Service and the Director of the Federal Office of Police.
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In a crisis situation, decisions have to be made quickly and processes streamlined, which
is why the shortest possible route to the political decision-making body — the Federal
Council — 1s key. Crisis management at the federal level must take account of the depart-
mental structure of government. In crisis management, the federal authorities therefore
apply the principle that the department that is most affected in substance and also has the
assets, decision-making powers and specialist knowledge to deal with the crisis at hand
takes the lead and prepares decisions by the Federal Council. A tailor-made staff adapted
to the requirements of the situation is installed at department level. It can be supplemented
by a staff at operational level, e.g., depending on the event, by the Federal Staff for Civil
Protection or by the operational unit of the Federal Office of Police. A permanent super-
ordinate staff that would be responsible for dealing in substance with all kinds of events
is not suitable, as the specialist knowledge would be lacking and it would be too far away
from the department leadership and outside of the established decision-making processes.
In addition, the cantons and scientific expertise must be involved. Crisis communication
of the Swiss government is handled by the head of the lead department or the Federal
President and the spokesperson of the Federal Council.

It is important to learn lessons from real crises. To this end, the Federal Council evaluated
the federal government's management of the first wave of the Covid-19 pandemic (Feb-
ruary to August 2020). It has become apparent that the roles of the staffs and their rela-
tionship to one another must be defined more clearly. An evaluation of the subsequent
states of coping with the pandemic has been ordered by the Federal Council, and this too
will enter into the review of crisis management.

Given the volatility of developments relevant to security policy and the unpredictability
of events, the preparation and management of crises have become more important in re-
cent years. The cooperation between the federal, cantonal and communal authorities in
managing crises of all kinds shall therefore continue to be trained and improved by peri-
odic exercises. The strategic management exercises (2013, 2017) and the security net-
work exercises (2014, 2019) were used for this purpose.

Crisis management and the cooperation between the Confederation, the cantons and the
communities with regard to a terrorist attack or a pandemic are better coordinated than
before due to exercises, preparations and real events. However, especially given the
changes in the ways conflicts are conducted, crises can take different forms, and it is
important to apply the lessons to cope with different events. For this reason, the members
of departmental and interdepartmental crisis teams should not only be trained in exercises,
but also get advanced training to enable them to work in crises according to the same —
and target-oriented - processes and methods.

Finally, successful crisis management requires that all instruments of security policy are
operational, including those that are wholly or partially based on the system of compulsory
service: armed forces, alternative service, civil defence and fire brigades. In order for
these assets to be used effectively, the armed forces and civil defence must get sufficient
conscript personnel. The number of conscripts civil protection has been able to recruit
has been falling markedly for years, and it is not certain that the armed forces’ needs for
conscript personnel will be met in the medium term, given the numerous departures ahead
of schedule. At the same time, the system of compulsory service must adapt to social
developments and needs, with a focus on the compatibility of work, family and compul-
sory service.
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The following measures in particular serve to strengthen cooperation between the author-
ities and crisis management:

e Review of the basics of crisis management with regard to long-lasting events, in par-
ticular concerning the roles and compositions of the Federal Staff for Civil Protection,
interdepartmental crisis teams, and the departmental crisis teams.

e (larification and delimitation of the tasks, powers and responsibilities of the Confed-
eration and the cantons with regard to processes and contact points, based on the find-
ings from the Covid-19 crisis and with the involvement of the cantons.

e Better integration of external expertise in federal crisis management, e.g., from science
and private business, and review of the supply of medical goods and products during a
pandemic, based on the experience with Covid-19.

e Prioritisation and promotion of digitisation, for example by accelerating and simplify-
ing the transmission and processing of information as well as improving the compati-
bility of systems.

e Securing the necessary supply of conscript personnel for civil defence and the armed
forces, e.g., by bringing alternative civilian service and civil protection closer together
and improving the compatibility between military service and civil and professional
life; initiation of a discussion on the further development of the compulsory service
system.

5 Conclusion

Switzerland is a safe country. In order for it to stay that way, further and increased efforts
are necessary. The environment is less stable than it was ten or even twenty years ago.
Events in distant regions can instantly trigger problems in Switzerland. Additional threats
and dangers have emerged, without the previous ones disappearing. Cyber-attacks and
disinformation are, for instance, phenomena that have within a few years become vital
threats to the state, economy and society. In this situation, permanent, careful tracking of
the situation, with an open mind to new findings, is essential as the basis for an independ-
ent assessment, which in turn is the basis for measures.

Switzerland’s principles and interests of security policy are characterised by continuity.
This increases the predictability of Switzerland in a world that has become less predicta-
ble. Nevertheless, it is advisable to periodically review the security policy in its entirety.
The design of our security policy must adapt to the changing security policy challenges
and thereby continuously set priorities for the allocation of resources. The usefulness of
the security policy and its instruments is measured by how effectively and efficiently
threats and dangers can be countered and opportunities seized. This requires repeated
reviews and adjustments. These must be approached carefully, especially when they af-
fect organisations based on compulsory service, and they must be supported by the Con-
federation the cantons and the municipalities.

The Federal Council is convinced that the security policy outlined in this report, from the
principles, interests and objectives to the specific measures, is suitable for giving Swit-
zerland and its people security in an uncertain world.
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